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Policy for use of the internet, email and telecommunications

Purpose:

1. The University of Worcester (UW) provides computer and telephone facilities for its own business purposes. It is the responsibility of each employee to ensure that this technology is used for proper business purposes and in a manner that does not compromise UW or its employees in any way. 

2. This policy document is to be read in conjunction with the Disciplinary Procedure and the Regulations for use of IT Facilities.

Confidentiality: 

3. You should not transmit anything in an e-mail, phone or fax message that you would not be comfortable writing in a letter or a memorandum. You should note that electronic messages are admissible as evidence in legal proceedings and have been used successfully in libel cases. 

4. You should never assume that internal messages are necessarily private and confidential, even if marked as such. Matters of a sensitive or personal nature should not be transmitted by e-mail or voicemail unless absolutely unavoidable.  Email messages should be treated as non-confidential. Anything sent through the email passes through a number of different computer systems all with different levels of security. The confidentiality of messages may be compromised at any point. 

Offensive messages: 

5. You must not send offensive, demeaning or disruptive messages. This includes, but is not limited to, messages inconsistent with UW’s diversity and dignity at work and study policies. You should therefore not place on the system any message that is personal, potentially offensive or frivolous to you or to any recipient.

6. If you receive mail containing material that is offensive or inappropriate to the University environment then you must delete it immediately. Under no circumstances should such mail be forwarded either internally or externally. However, if you wish to make a formal complaint the email should be forwarded to your head of department or manager. Anyone receiving unwanted or offensive phone calls should report these to the ILS Help Desk.

Passwords: 

7. You must not allow other employees to use your password. If you anticipate that someone may need access to your files in your absence, you should arrange for the files to be copied to somewhere where that person can access them. Your email messages can be viewed by another person in your absence by using the options within the software; advice about this can be obtained from the ILS Help Desk. You should set your email to reply in your absence, giving information about your return date and any arrangements for cover in your absence.

8. Do not reveal the password to your voice mailbox to others, use the call divert facilities to transfer calls in your absence and leave a message for your callers informing them of your absence and the arrangements for cover. You can access your voicemail from any location, details are available from the ILS Help desk. 

Viruses: 

9. Any files or software downloaded from the Internet or brought from home must be virus-checked before use. You should not rely on your own PC to virus-check any such programmes but should refer direct to ILS.  You must not run any "exe" files. These should be deleted immediately upon receipt without being opened.  Any suspicious emails should be deleted.

The Internet: 

10. Access to the Internet during working time should be limited to matters relating to your employment.  Any unauthorized use of the Internet is strictly prohibited. Unauthorized use includes, but is not limited to, connecting, posting or down-loading pornographic material, engaging in computer hacking and other related activities, attempting to disable or compromise security of information contained on the UW computers.  

11. Postings placed on the Internet might display the UW address. For this reason you should make certain before posting information that the information reflects the standards and policies of UW. Under no circumstances should information of a confidential or sensitive nature be placed on the Internet.  Information posted or viewed on the Internet may constitute published material, therefore reproduction of information posted or otherwise available over the Internet may be done only by express permission from the copyright holder. 

12. You must not commit UW to any form of contract through the Internet. Subscriptions to news groups and mailing lists are only permitted when the subscription is for a work-related purpose.  

Personal use of UW facilities:

13. Staff are permitted to use electronic communications and information services for personal purposes subject to the following conditions:

a. Such use should be outside their normal working hours

b. Usage is subject to the UW Regulations for use of IT Facilities
c. Personal phone calls must normally be paid for. The exceptions to this are occasional or emergency use to contact family members if you are unexpectedly delayed on UW business.

d. Incoming personal phone calls during working hours should be limited to emergencies as these tie up the limited number of external lines available for UW business.

e. No-one may use their @worc.ac.uk address in personal external communications or for external registration for services. This address must only be used externally for work-related purposes. Staff should set up a private email address e.g. Hotmail for external personal use.

f. UW communications and information facilities may not be used for personal financial gain, commercial ventures, or on behalf of external organizations unrelated to their professional activities.

Monitoring:

14. UW reserves the right to intercept any e-mail sent or received using the @worc.ac.uk address and will monitor internet access for any of the following reasons: record keeping purposes, checking compliance with regulations, quality control or staff training, preventing or detecting crime, investigating or detecting  unauthorized use, checking for viruses or other threats to the system.  In addition, ILS Staff may intercept and read messages if they are wrongly addressed. Telephone numbers of calls to and from the UW extensions are logged but the content is not monitored.

Failure to comply with this policy:

15. UW considers this policy to be extremely important. If you are found to be in breach of the policy then you will be disciplined in accordance with the disciplinary procedure and you may be dismissed. In certain circumstances, breach of this policy may be considered gross misconduct resulting in immediate termination of your employment.

16. Suggested good practice:

· Make hard copies of some important e-mails which can be retained for record keeping purposes

· Obtain confirmation of receipt of important messages

· Obtain legal advice before entering into contractual commitments by e-mail

· Avoid sending trivial messages

· Avoid copying and forwarding unnecessary e-mails

· Delete all unsolicited messages; do not reply to them and never forward them on to other people.

· Ignore ‘chain letters’.

· Do not forward virus warnings as most are hoaxes; ILS Help Desk staff will be happy to discuss the contents of such emails with you.

· Avoid sending emails to more recipients than is necessary.

· Use subscribed mailing lists for group communications. Details on how to set these up are available from ILS.
· You may subscribe to a mailing list called info@worc.ac.uk. This email address is used so that anyone can send/receive messages of a general nature to other staff. It can include personal as well as work-related topics. 

· The email address allusers@worc.ac.uk is used for work-related messages sent to all staff without exception. The facility to send such messages is limited to a small group of senior staff including heads of departments. Such messages must be appropriate to the majority of staff.

· Follow the rules for forwarding etiquette by indicating in emails you send if you DO NOT give permission for these to be forwarded on; otherwise it will be assumed that any email can be forwarded

· Avoid sending attachments to large audiences; consider posting such information on the Web

17. The ILS support staff will be happy to provide you with expert advice/and or support regarding all aspects of email, telephone and web use, please contact them direct through the ILS Help Desk.
