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This document details the Regulations applying to the use of IT and Communications facilities at the University of Worcester.
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[bookmark: _Toc240941383]1.  Summary

a. [bookmark: _Toc240941384]Purpose
The University of Worcester (UW) provides computer and telephone facilities for its own business purposes. It is the responsibility of each employee to ensure that this technology is used for proper business purposes and in a manner that does not compromise UW or its employees in any way.
This policy document is to be read in conjunction with the Discipline and Rules of Staff Conduct information which can be found on the Personnel website.
b. [bookmark: _Toc240941385]Unacceptable activity
The following activities contravene UW IT regulations and are deemed a serious offence when using any device connected to the university network.

· Viewing or downloading any form of pornographic, racist or offensive material*
· Disseminating abusive, racist or offensive messages to any individual or organisation via any medium e.g. email, telephone, fax
· Harassment of any person via any medium
· Attempting to gain unauthorised access to any UW systems
*Downloading pornographic or racist material for research purposes requires advance authorisation from Information & Learning Services (ILS).
c. [bookmark: _Toc240941386]Monitoring
Information & Learning Services (ILS) monitor accounts centrally for signs of misuse. If misuse of a University account is suspected the account may be accessed and/or disabled by ILS without notice. This may include referral to the Police in the event of suspected criminal activity.
UW reserves the right to intercept any e-mail sent or received using the @worc.ac.uk address and will monitor internet access for any of the following reasons:
· Record keeping purposes
· Checking compliance with regulations
· Quality control and staff training
· Preventing or detecting crime
· Investigating or detecting unauthorised use
· Virus checking or detection of other threats to the system
In addition, IT staff may intercept and read messages if they are wrongly addressed. 
Telephone numbers of calls to and from the UW extensions are logged but the content is not monitored.

2. [bookmark: _Toc240941387]IT & Communications Regulations

The regulations detailed in this document apply to anyone using any computer hardware or software for any purpose at the University. This applies to personally owned equipment connected to the University’s network from an external location. 

The University provides access to external services including Internet access via JANET. JANET is the name given both to an electronic communications network and a collection of electronic communications networking services and facilities that support the requirements of the UK higher and further education and research community. The University may only take advantage of the benefits of this access through clear adherence to the Acceptable Use Policy specified nationally for all JANET users.

It is the responsibility of all users of UW IT & Communications facilities to ensure that these facilities are used for appropriate University purposes and in a manner that does not compromise UW, its employees, students or associated staff in any way. Any person using IT and Communications facilities must abide by these IT & Communications regulations. To ensure that IT facilities are not abused the University retains the right to selectively monitor network traffic and to take any appropriate action if improper use is identified.
a. [bookmark: _Toc240941388]IT hardware
IT hardware must be treated with care and used only in accordance with the proper operating instructions.  No equipment shall be used which is labelled out of order.  Any apparent hardware faults should be reported promptly to IT Services.  Equipment must not be used if there is reason to believe it is in an unsafe condition.
b. [bookmark: _Toc240941389]Security
Users must take all necessary steps to protect and maintain the security of their hardware, software, data and account passwords. Users must not use passwords or access codes that belong to another individual. If you anticipate that someone may need access to your files in your absence, or you require access to data held on a colleagues account please refer to section 3 (Third Party Access) of this document.
c. [bookmark: _Toc240941390]Confidentiality
Users should not transmit anything in an e-mail, phone or fax message that you would not be comfortable writing in a letter or a memorandum. You should note that electronic messages are admissible as evidence in legal proceedings and have been used successfully in libel cases. 
Users should never assume that internal messages are necessarily private and confidential, even if marked as such. Matters of a sensitive or personal nature should not be transmitted by e-mail or voicemail unless absolutely unavoidable.  Email messages should be treated as non-confidential. Anything sent via email passes through a number of different computer systems all with differing levels of security. The confidentiality of messages may be compromised at any point. 
d. [bookmark: _Toc240941391]Offensive messages
You must not send offensive, demeaning or disruptive messages. This includes, but is not limited to, messages inconsistent with UW’s equal opportunity and harassment policies. You should therefore not place on the system any message that you regard as personal, potentially offensive or frivolous to you or to any recipient.
If you receive mail containing material that is offensive or inappropriate to the University environment then you must delete it immediately. Under no circumstances should such mail be forwarded either internally or externally. However, if you wish to make a formal complaint the email should be forwarded to your head of department or manager. Anyone receiving unwanted or offensive phone calls should report these to the IT Help Desk.
e. [bookmark: _Toc240941392]Authorised access
Users must not access and/or attempt to access any IT hardware, software and/or data which they are not properly authorised to access. In particular, the confidentiality of data belonging to other Users must be respected.
f. [bookmark: _Toc240941393]Authorised use
Users must not use any IT facility for a purpose other than that for which they are authorised. Users must seek advice if they have any doubt about their authority to use any of the IT facilities. 
g. [bookmark: _Toc240941394]Prohibited use
The use of any IT equipment for storage and/or transmission of materials which the University considers to be obscene and/or offensive is strictly prohibited. IT facilities must not be used to download pornographic, obscene, excessively violent and/or offensive materials from the Internet.
h. [bookmark: _Toc240941395]Malicious software
Users must take all reasonable steps to exclude and avoid the spread of malicious software, e.g. viruses. All files and software downloaded from the Internet or brought from home must be virus-checked before use. You must not run any "exe" files received via email. These should be deleted immediately upon receipt without being opened.  Any suspicious emails should be deleted.
i. [bookmark: _Toc240941396]Legal obligations
Users must comply with all their legal obligations affecting their use of IT facilities, including:

· Computer Misuse Act
· Contempt of Court
· Copyright
· Data Protection Act
· Defamation
· Obscene Publications Act
· Official Secrets Act
· Protection of Children Act
· Sex Discrimination Act
· Race Relations Act  
j. [bookmark: _Toc240941397]Copyright
Computer programs at UW are protected by copyright law. The University has the appropriate licenses to use these programs. Users must comply with all their legal obligations concerning copyright, and must not copy any software or other data without the prior written agreement of the copyright owner. Such action would be in breach of copyright law. Furthermore, Users must comply with any contractual obligations imposed on the University concerning the use of any of the IT equipment or software.
k. [bookmark: _Toc240941398]Library learning resources
Online library learning resources, including datasets and databases, ebooks and ejournals, which are subscribed to by the University are protected by copyright and license agreements. Users who are not covered by these license agreements must not attempt to use these resources. If in doubt, users are advised to seek advice at the IT & Media Desk in the Peirson Building. 
l. [bookmark: _Toc240941399]Personal use 
Staff members are permitted to use electronic communications and information services for personal purposes subject to the following conditions:

· Such use should be outside their normal working hours.
· Personal phone calls must normally be paid for. The exceptions to this are occasional or emergency use to contact family members if you are unexpectedly delayed on UW business.
· Incoming personal phone calls during working hours should be limited to emergencies, as personal calls limit the number of external lines available for UW business.
· No-one may use their @worc.ac.uk address in personal external communications or for external registration for services. This address must only be used externally for work-related purposes. Staff should set up a private email address e.g. Hotmail or Gmail for external personal use.
· UW communications and information facilities may not be used for personal financial gain, commercial ventures, or on behalf of external organisations unrelated to the User’s professional activities.
· If members of staff are in any doubt about what constitutes acceptable and appropriate use they should seek the advice and guidance of their Line Manager.

Students are permitted to use electronic communications and information services for personal purposes subject to the following conditions:

· UW communications and information facilities may not be used for personal financial gain, commercial ventures, or on behalf of external organisations unrelated to their professional activities.
· If students are in any doubt about what constitutes acceptable and appropriate use they should seek the advice and guidance from Information & Learning Services
m. [bookmark: _Toc240941400]The Internet
Access to the Internet during working time should be limited to matters relating to your employment.  Any unauthorised use of the Internet is strictly prohibited. Unauthorised use includes, but is not limited to, connecting, posting or down-loading pornographic material, engaging in computer hacking and other related activities, attempting to disable or compromise security of information contained on the UW computers.

Postings placed on the Internet might display the UW address. For this reason you should ensure before posting information that the information reflects the standards and policies of UW. Under no circumstances should information of a confidential or sensitive nature be placed on the Internet.  Information posted or viewed on the Internet may constitute published material, therefore reproduction of information posted or otherwise available over the Internet may be done only by express permission from the copyright holder. 

You must not commit UW to any form of contract through the Internet. Subscriptions to news groups and mailing lists are only permitted when the subscription is for a work-related purpose.
n. [bookmark: _Toc240941401]Unauthorised equipment
Users must not connect any unauthorised equipment to the University network without consultation with and prior written approval from IT Services. If IT Services has reasonable grounds for believing that any equipment may be the cause of an unacceptable degradation of the performance of the network, then the User must disconnect the equipment from the network pending resolution of the problem. Users must not set up or operate a server connected to the University network without consultation with and prior written approval from the Head of ICT.
o. [bookmark: _Toc240941402]Unauthorised access
The University views the unauthorised access or interference with any of its IT facilities as an extremely serious disciplinary offence.  Any breach of these regulations shall be dealt with in accordance with the disciplinary procedures of the University applicable to the User concerned.  In the case of a serious breach, the authorisation of a User to use particular IT facilities may be withdrawn immediately, by a decision of the Director of Information & Learning Services. In certain circumstances, breach of this policy may be considered gross misconduct resulting in immediate termination of your employment.



3. [bookmark: _Toc240941403]Third Party Access

When a staff member is on leave there may be instances when their line manager, or a member of their team, requires access to information held within that staff member’s account. In such circumstances prior arrangements must be made with IT Services to access this data before the staff member goes on leave.

Where it has not been possible to pre-arrange, IT Services may grant access to the staff member’s resources from a third party account, however each access request will be evaluated on its merits.

Under no circumstances should any staff member use another individual’s account, request that another individual’s password be changed to allow them to access the individual’s account, or request passwords from them.

Do not reveal your voicemail password to others. Divert calls in your absence and leave a message for your callers informing them of your absence and the arrangements for cover. You can access your voicemail from any location; details are available from IT Services 
For the purposes of accountability, auditing, security policies and protection of both the institution and the individual, accessing another individual’s account directly is strictly prohibited.
a. [bookmark: _Toc240941404]Gaining access to a staff member’s account
To request access to a staff member’s account resources (email inbox or N drive) you must follow the procedure outlined below.
· Initially obtain written permission from the account holder if possible, which should be presented to IT Services along with the access request.
· Log an incident on the Customer Portal stating the account you require access to and the reasons for access.
· The staff member’s line manager must then send a supporting email to the IT Service Desk Manager, ICT Staff Systems Team Leader and the individual whose account they wish to access, clearly stating the name of the account holder, the resources they wish to access and the reason for requesting access.
· On completion of this request you will be informed via the Customer Portal of the method to access the requested resources.
· For staff mailbox access, permissions will grant the requester access to the staff member’s mailbox from the requester’s own mailbox account.
· For staff N drives the required files will be copied to an appropriate departmental share on the O drive or another individual N drive on request.
Note: Account holders have ultimate responsibility for any misuse carried out using their account, and should under no circumstances grant third party access to their account or disclose passwords, except when co-operating with a criminal investigation.

4. [bookmark: _Toc240941405]Failure to Comply

The University of Worcester considers this policy to be extremely important. Breaches of the IT regulations described in this document will lead to disciplinary action in accordance with the University’s disciplinary procedure. Initially this may involve a warning and accompanying interview with a senior ILS manager. Further disciplinary action will depend upon the severity of the offence and prior history. In certain circumstances breach of this policy may be considered gross misconduct resulting in immediate termination of your employment. Each case will be evaluated on individual merits.
a. [bookmark: _Toc240941406]Suggested Good Practice
· Save important e-mails to personal folders, and back these up regularly
· Obtain confirmation of receipt of important messages
· Obtain legal advice before entering into contractual commitments by e-mail
· Avoid sending trivial messages
· Avoid copying and forwarding unnecessary e-mails
· Delete all unsolicited messages; do not reply to them and never forward them
· Ignore ‘chain letters’
· Do not forward virus warnings as most are hoaxes
· Avoid sending emails to more recipients than is necessary
· Use subscribed mailing lists for group communications
· Avoid sending attachments to large audiences; consider posting such information on the Web
· Follow the rules for Forwarding Etiquette by indicating in emails you send if you DO NOT give permission for these to be forwarded on; otherwise it will be assumed that any email can be forwarded

You may subscribe to a mailing list called info@worc.ac.uk. This email address is used so that anyone can send/receive messages of a general nature to other staff. It can include personal as well as work-related topics. The majority of staff subscribe to this.

The email address allusers@worc.ac.uk is used for work-related messages sent to all staff without exception. The facility to send such messages is limited to a small group of senior staff including heads of departments. Such messages must be appropriate to the majority of staff.

The IT Services support staff will be happy to provide you with expert advice/and or support regarding all aspects of email, telephone and web use, please contact them direct through the IT Service Desk which can be accessed via the customer portal at https://eris.worc.ac.uk/customerportal
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