Data Protection in Employment

Introduction

These guidelines have been devised to ensure that the practice within University of Worcester (the University) complies with the requirements of the data protection principles; these are that personal data must be fairly and lawfully processed; processed for limited purposes; adequate, relevant and accurate; kept for as long as required; and held securely.

The Personnel Department is the main storage point for personal data about individual employees and applicants for employment; personal data is also held in other areas and the guidance described in this document will apply to all locations. Data held in both manual and computer files will be covered by these guidelines. 

These guidelines describe the use of personal data for which the University is Data Controller; they will be made available to all employees and to applicants for employment. 
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Scope 

The University collects, holds and processes data relating to individuals for a variety of purposes associated with employment.

Applicants for employment

1. People who apply for employment or work experience with the University will be asked to complete an employment application form. The same process will be applied to applications from people already employed within the University. Applicants are notified that the information will be subject to the Data Protection principles. Confirmation of the receipt of the form by the University will be made to the applicant, if requested, by means of post, email or telephone to the address stated on the form.   

2. The information requested is used to match the applicants with the person specification for the vacant post. All applicants will be provided with a copy of the person specification. People who are not selected for interview or for appointment will be provided with reasons for this decision, if they so request. 

3. There may be occasions when applicants’ details are matched to other similar vacant posts for which they have not made an application. In these circumstances, the individual will be contacted by a member of the Personnel Department, provided with a copy of the job description for the relevant post and given time to decide if they wish their application form to be considered for other positions.

4. The information from applicants is collected in paper format or as an on-line form using the University website. Access to the website to retrieve completed applications is limited to members of the Personnel Department and is password protected. Details from the forms will be transferred to other electronic or manual systems to assist in the shortlisting process, for example spreadsheets. The decision to short list will not be made solely by means of automated processes e.g we do not employ electronic scanning of application forms for certain criteria.

5. Personal details will be transferred from the application form to a computer based recruitment system that forms part of the University’s personnel management information system. This system will track the progress of each application through the selection process, enable letters to be sent to applicants and provide data for monitoring the recruitment process.   

6. Only those employees who are responsible for making the appointment view the information provided by the applicants; this is limited to the Head of the department and other senior staff designated by the Head of Department, and employees within the Personnel Department. Employees receive training in good recruitment and selection practice that includes the need for confidentiality and compliance with the data protection principles.

7. The application forms and information relating to the recruitment process is held securely in locked office accommodation, and will be retained for a period of 4 months from the date of the advertisement.  

8. The application forms of current employees who apply for other posts in the University will be retained with their personal files held within the Personnel Department.

Collection and monitoring of ‘sensitive’ personal data for equality of opportunity policy.

9. Applicants are requested, but not required, to provide details of their age, disability, gender, ethnic origin, marital status, nationality and carer responsibilities. They are informed that the information will be subject to the data protection principles. This information is collected on a separate sheet from the application form and is not seen by those drawing up the shortlist. 

10. The information is used to measure the effect of the equal opportunity policy; statistics are compiled to show the number of applicants for each vacancy and the percentage of those who are female/male, disabled, of which ethnic groups, the age groups and carer responsibilities. This data is analysed by various bodies within the University in order to illustrate any trends in applications and to identify the need for changes to recruitment policy and practice.      

Disclosure of disabilities

11. Those who do wish to disclose a disability to the selectors are advised to do so within the application form or by a separate letter.

12. Applicants with disabilities who are invited to a selection event are asked to contact the Personnel Department if they require any special facilities to be available; information relating to the disability will be disclosed only with the permission of the individual to those who are directly involved in the selection event; this may include Reception and Security staff who will be notified of the need to comply with the data protection principles.

Applicants from recruitment agencies

13. Individuals who apply through external recruitment agencies will be requested to complete the application form as above; however, the contact address, telephone and/or email address will be that of the agency and not the person. In all other respects the process will be the same as that for independent applicants.

 Disclosure of applicant data to external bodies

14. Any applicant who considers that they have been subject to unfair discrimination in the selection process may take their complaint to an Employment Tribunal. The tribunal will seek and be provided with information concerning other applicants; however, names and addresses of these other applicants will be withheld. Information disclosed to a tribunal may be regarded as being in the public domain.   

15.  The University is an institution of higher education and participates in surveys of national recruitment trends; this information is used to inform human resource policy for the sector. Any data collected and distributed for this purpose will not identify individuals. The agencies to which this data is transmitted include the Higher Education Statistics Agency, the Universities and Universitys Employers Association, the Equality Challenge Unit, the Equal Opportunities Commission, the Commission for Racial Equality and the Disability Rights Commission.   

16. Personal information collected by the selectors during the selection process will be relevant, used fairly and lawfully and held securely until the expiry of the retention period.

References

17. Only those people identified as referees by applicants will be approached to provide an employment reference. All requests from the University will be in writing and will require a written response. Referees will be provided with a copy of the job description and person specification for the post, and asked to give their views as to the suitability of the person in the light of the requirements for the post. Information will also be sought on the record of sickness absence, timekeeping and any disciplinary action taken. The selectors and members of the Personnel Department will view the information contained in the reference. 

18. It is University policy that individuals who take up employment with the University have access to their personal records that will include letters from referees. Referees will therefore be asked to indicate any grounds for refusing permission for their reference to be disclosed to the person about whom it is written, if appointed.   

19. References received for individuals who are not appointed will be retained with the application form for a period of 4 months from the date of the advertisement.

20. References will be supplied to external organisations only if the employee has given their consent; these will not be disclosed by the University to the subject of the reference. However, because the reference may be disclosed to the person once they have taken up employment with the external organisation (unless permission is refused by the referee on justifiable grounds), it is important to note the duty of care that a referee has in providing accurate and objectively justified information in a reference.

21.  Where an individual refuses to consent to disclosure of a disability in a reference, the referee must decide if they can write a reference under those circumstances, reflecting their duty of care to both the individual and the person or organisation requesting the reference.  If a referee feels that they cannot meet their duty of care to either party under those circumstances, they should inform the individual that they will be unable to write an complete reference without referring to the disability, and that this would not be in the best interests of either the individual, the person or organisation requesting the reference, or the institution providing the reference.  If consent is still unforthcoming, no reference should be written.

Agency workers, contractors and suppliers

22. Any person working within the University who is not employed by the University will only be permitted to visit or undertake work under the authority of a relevant Head of Department. The Head of Department must assess the risk of a breach of the data protection principles and take all appropriate measures to ensure compliance, these may include; prior notice to members of staff of the visit and its purpose – this should include reception and security staff; requirement to wear identification; restricted from unnecessary admittance to areas where personal data is held or processed; escorted throughout the general premises by the person they are visiting; requirement to sign nondisclosure agreements where access to personal data is unavoidable.

23. Contracts with external organisations for the supply of goods and services will be subject to the contractor’s agreement to comply with the data protection principles. Any breach may be grounds for termination of the contract. 

24. Employees and students are advised to challenge, or report to Security, individuals without proper credentials found in areas where personal data is held or processed.

Health, medical and sickness absence records

25. All new employees are required to complete a medical questionnaire prior to starting employment. Information is sought about any previous and current health conditions or medical treatment. An external occupational health service provider under contract to the University views this information. The purpose of this data collection is to ensure that new employees are medically able to undertake the duties of the post, that any pre-existing health conditions will not be exacerbated by the work, and that any relevant training or adjustments can be arranged. Completed questionnaires are not retained with personal files held within the Personnel Department, but in a secure location elsewhere on the site. The records are retained for 6 years. 

26. The service provider notifies the Head of Personnel of the fitness for employment of every new employee. If any health concerns are identified, the person is asked to attend a medical examination by the provider; if there is any potential detrimental effect on health as a result of the employment, a report is made to the Head of Personnel. In these circumstances, it may be necessary and even advisable to disclose the nature of the health condition or disability to the Head of Department, however this will not be done without first seeking the consent of the individual.   The occupational health provider undertakes to ensure that the data is held securely 

27. Employees are required under the terms of their contracts of employment to report any time lost due to sickness absence to the Personnel Department and to their Head of Department. At the time of reporting such absence, employees are encouraged to give an indication of the likely duration of the absence but are not required to give details of the condition causing the absence. Where such details are provided, these will remain confidential and not disclosed to any other person without the agreement of the individual. The employee or their medical adviser will certificate periods of absence; the employee should send these certificates to the Personnel Department where they will be held securely, the original certificates will be retained on personal files. The dates of any absence due to sickness are reported by the Personnel Department to the payroll function for Statutory Sickness Pay records.  

28. Records of the number of days of sickness absence for each employee held in a computer system and reports are given to the appropriate Heads of departments on a regular basis. Individual employees will be given details of their own sickness absence record on written request to the Personnel Department.

29. Employees who develop health conditions and/or take periods of sick leave in excess of 12 working days in any 12-month period may be referred for advice to the occupational health service provider. The details of the absence and the reasons as reported by the employee will be disclosed to the occupational health service by the Personnel Department.

 Information concerning health and safety matters

30. Employees who report accidents will be required to complete and to submit a report on a prescribed form available either in paper or web format. A member of the Personnel Department will view the information on the form and appropriate investigations will be made. The Finance Office and the University insurers will receive copies and may require additional information from the employee and the Head of Department.

31. Details of accidents that meet the criteria for reporting under the Health and Safety Executive regulations will be submitted using a web data collection form.

 Information concerning checks on police/criminal records

32. It is a condition of employment for the majority of the posts within the University that new employees agree to a check being made of any previous criminal records. Job descriptions and person specifications will identify the level of the check required, and when the successful candidate has been identified they will be requested to make an application to the Criminal Records Bureau. Copies of disclosures will be sent to the Head of Personnel who will be able to confirm or decline the offer of employment. Reports of disclosures will be destroyed once the appointment decision has been made. The fee for the disclosure will be refunded by the University for positions where the salary level is less than £19,000 a year.

Pension details

33. Employees wishing to join a pension scheme are required to complete a form giving personal details to the appropriate pension agency. This information is held by the agency in a secure and confidential filing system, as well as on a computer database.

34. Employees who wish to obtain estimates of pension entitlements can do so directly with the agency, or through the Personnel Department. The Personnel Department has access to certain staff pension details via the internet under a licensing arrangement with the agency. This access is restricted to two members of Personnel Department staff. 

Emergency contact details

35. This information is collected from every new employee and whenever a new contract of employment is issued to an existing member of staff or an existing contract amended. It is held in paper and electronic format as part of the personal record.

36. Employees have the opportunity and ability to amend emergency contact details at any time, and will be prompted to ensure their accuracy at yearly intervals.

37. This contact data will only be used only for emergency purposes and accessed only by members of the Personnel Department.

Other data collected, held and processed

38. The personal file for each employee includes the following information;

Name, private address and telephone/email, equal opportunities data (see below), emergency contact details (4.5), bank and/or building society, terms of the employment contract, confirmation of health fitness from an Occupational Health Adviser, copies of references and certificates of qualifications, and notes of the selection process.

39. Additional information is added during the employment and may include results of any disciplinary or grievance procedures. The employee and their Head of Department retain records of annual appraisal, records of training requirements are included with the personal records held within the Personnel Department. 

40. The employee in accordance with the rights under the Data Protection Act can access these records. Access is limited to the relevant Head of Department, members of the Personnel Dept, and other senior managers acting on behalf of the Vice Chancellor. 

Format of data storage for personal files

41. The personal information is held in structured manual files and within computer files. The manual files are held in locked cabinets with the Personnel Department, which has restricted access. Paper based manual files are held in a secure archive store for a period of 7 years from the date of termination of employment.  The computer files are subject to regular back up and are identified within the University Risk management/business continuity plan.

Data held for monitoring purposes

42. Employees are requested to provide details of their age, disability, gender, ethnic origin, marital status, nationality and carer responsibilities. They are informed that the information will be subject to the data protection principles. The information is used to measure the effect of the equal opportunity policy; statistics are compiled to show the percentage of employees who are female/male, disabled, of which ethnic groups, the age groups and carer responsibilities. This data is analysed by various bodies within the University in order to illustrate any trends in employment and to identify the need for changes to personnel policy and practice.      

43. Some information relating to employees is sent in coded and anonymised form to the Higher Education Statistics Agency (HESA) annually. Individual’s records are added to a database that is passed to central government departments and agencies and devolved administrations that require it to enable them to carry out their statutory functions under the Education Acts. It is also used for statistical analysis by HESA and the above bodies resulting in publication and release of data to other approved non-statutory users. These may include academic researchers and unions.

Names and contact details will not be made available to HESA and precautions are taken to minimise the risk that anyone can be identified from the data.

Under the Data Protection Act 1998, employees have the right to a copy of the data held about them. Because the data held by HESA is anonymised and a subset of that data is held by  THE UNIVERSITY, data subject requests should be addressed in the first instance to  THE UNIVERSITY. Any concerns about, or objections to, the use of data for these purposes should be addressed to HESA at www.hesa.ac.uk, or write to 18 Royal Crescent, Cheltenham, GL50 3DA.

Annual check of personal data

44. All employees will be provided annually with a copy of the personal data held and asked to indicate any changes. This data will consist of name, address, home telephone/fax/email addresses, emergency contact details, date of birth, marital status, ethnic origin, nationality, disability, and carer responsibility.
Information relating to disability data 

45. The information relating to disability will be used for the purposes of monitoring described above. If, in order to comply with the obligations placed upon employers under the Disability Discrimination Act and the Health and Safety at Work Act, the nature of the disability disclosed by the individual indicates that action needs to be taken, the information will not be disclosed to a third party without the prior agreement of the individual. If the individual employee does not agree to disclose the information to relevant third parties e.g their line manager, the University may be obliged to make a disclosure without consent. 

Counselling services

46. Counselling services are available through the occupational health provider and comply with the code of practice issued by the British Association for Counselling.

Disclosure to third parties

47. Disclosures of information to third parties will be made where employees have given their consent to the disclosure or in those circumstances where the law expressly permits transfers without such consent.  Consent will not be inferred from silence. “Unauthorised third parties” will include family members, friends, local authorities, government bodies, and the police.

48. Data may be disclosed to third parties without consent, in amongst other circumstances, situations where it is required for the: 

•
purpose of protecting the vital interests of the data subject (i.e. release of medical data where failure to release the data would result in harm to, or the death of, the data subject);

•
purpose of preventing serious harm to a third party that would occur if the data were not disclosed;

•
purpose of safeguarding national security;

•
prevention or detection of crime;

•
apprehension or prosecution of offenders;

•
assessment or collection of any tax or duty or of any imposition of a similar nature;

•
discharge of regulatory functions, including securing the health, safety and welfare of persons at work.

Documentary evidence will be required to support their request and telephone enquiries will not be accepted.

49. The request for the disclosure of the details to the third party should either come from the employee subject directly, or a statement should accompany the request from the third party from the employee consenting to the disclosure.

50. If a request for information about an employee is refused, but the subject matter of the enquiry is evidently of importance to the employee, they will be informed of the enquiry. This will allow the employee to contact the enquirer should they so wish.

51. As an alternative to divulging personal data, the University will accept a sealed envelope, which it will attempt to forward to the employees last-recorded address or to forward an incoming email message to an employee.

52. Where the matter is urgent, an attempt will be made to contact the employee by telephone or other means in order to put him or her in touch with the enquirer.

53. Records of disclosures will be kept to show the name of the person who made the disclosure, the person who authorised it, the person requesting the disclosure, the reasons, the information disclosed and the date and time.

54. The Data Protection Commissioner will be informed when the security or confidentiality of employee records has been significantly prejudiced because they have been disclosed knowingly or recklessly without the employer’s consent and there is a reasonable prospect of obtaining evidence as to who was responsible.

Responsibilities of employees to comply with data protection principles

55. Acts or omission that do or could lead to unauthorised access or disclosure to unauthorised persons will be a disciplinary offence.  It is a criminal offence to knowingly or recklessly disclose information about employees without the employer’s consent and is a breach of the University disciplinary rules.

56. Employees are personally liable for the proper use of personal data while off-site and should take particular care when using manual records, laptop or personal computers to process institutional personal data at home or in other locations e.g. in public places, or on public transport. They must take reasonable precautions to ensure that the data is not accessed, disclosed or destroyed as a result of act or omission on their part. This will include keeping manual records secure, having an up-to-date virus-scanning program installed on laptop computers or personal machines and scan all disks, e-mails, and other potential virus vectors for viruses, back up system hard drives to avoid loss of data and report all computer security incidents including virus infections to the institution

57. Employees are required to ensure that when using laptop computers to process personal data for which the institution is responsible they: keep the laptop constantly in view when travelling, especially in busy places/terminals such as airports; do not check the laptop as baggage unless it is placed inside luggage that has been locked; record the model number and serial number of each hardware component associated with the laptop and keep this information in a separate location; notify the institution immediately in the event of loss or theft 

Use of Personal Data in Research

58. Data relating to individuals can be used for research if the purpose of the processing is not measures or decisions targeted at particular individuals and it does not cause substantial distress or damage to a data subject. It will not be necessary to gain consent from the individual for processing for purposes other than for which the data was originally obtained. The personal data can be held indefinitely and subject does not have right of access to his/her personal data where the data is processed for research purposes and the results do not identify data subjects. 

59. Researchers wishing to use personal data will be made aware that  the Data Protection Principles will still apply (notably the requirement to keep data secure) and there should be an assessment of the legality of processing on each occasion data are provided for research purposes. Periodic assessment of the nature of data protection procedures and practices in research areas will be carried out. The Graduate School within the University will provide advise on this matter, the Ethics Committee will also monitor the use of personal data.

60. Research staff in the University will be required to provide clear guidance to data subjects whose personal data will be used in research as to why the data is being collected, and the purposes for which it will be used.  

Employees who deal with harassment and grievance cases

61. Employees who deal with such cases are advised to ensure that any records they keep of the events must be anonymised and held securely. 

Directories containing staff details
62. Names, University telephone numbers and email addresses will be displayed on the University website and in the University telephone directory. The opportunity  to object to this information being displayed will be provided on appointment and during the annual check of personal data; the grounds for any objection should be made in writing to the Head of Personnel.  

Policy on email, internet and telephone monitoring by  THE UNIVERSITY

63. There is a separate document that describes the policy of the University on these issues. Employees are informed of this policy and agree to abide by its provisions as a condition of use of the University IT services and facilities. Any breach of these provisions maybe subject to action under the disciplinary procedures.

 Retention and disposal of data

64. Records that are no longer required are properly and securely disposed; when computer records are deleted the system does not retain a copy and there are secure arrangements for the disposal of paper records.

65. The following retention times will be used;

application form for the duration of employment

references received for the duration of employment

payroll and tax information for 6 years

sickness records for the duration of employment

annual leave records for 5 years

unpaid leave/special leave records for 5 years

annual appraisal/assessment records for  years

records relating to promotion, transfer, training, disciplinary matters for 1 year from end of employment

references given/information to enable reference to be provided 5 years from reference/end of employment

summary of record of service eg, name, position held, dates of employment for 10 years from end of employment

records relating to accident or injury at work
 for 12 years

66. Employees who leave the employment of the University will be informed that any future requests for disclosure of personal data will be subject to the same provisions as for staff employed. Information will only be disclosed with the consent of the employee, this will include future requests for references. The form completed by those who leave will include this consent.

Audit and review of data protection policy

67. The policy will be subject to audit within the University by means of; the internal audit service will include audit of data protection in its remit; the annual personnel report will make a report on the data held within the Personnel Department; the policy will be available to all employees and guidance given as to the proper use of personal data 

Subject access

68. Employees will be provided with a copy of the information promptly and in any event within 40 days of receiving a subject access request. The identity of anyone making a subject access request will be checked to ensure information is only given to the person entitled to it.

69. In responding to a subject access request: -

·  the employee will be informed whether any personal information about him/her is kept;

· given  a description of the type of information, the purposes it is used for and the types of organisations it is passed on to;

· the employee will be shown all the information kept about him/her;

· this information will be provided in a hard copy or readily readable, permanent electronic form 
70. Care will be taken where the information kept about an employee or details of its source includes information about another person such as a manager or a supervisor who has not agreed to its disclosure.  If the information identifies the other person directly or will enable the employee to identify them, the University will decide whether it is reasonable to release it, any duty of confidentiality to the other individual and if the third party needs to give prior consent.

Advice and how to raise a concern about a potential breach of the data protection policy

71. Employees dealing with personal data, for which the institution is Data Controller, have a formal point of contact within the institution where they can refer requests for disclosure under one of the exemptions in the Act. The Data Controllers are the Head of Personnel for employee data and the Registrar for student data.

72. Employees who object to the accessing, processing and disclosure of their personal data held by the institution whether in structured manual files or computerised form, where they feel that such use may cause them significant damage or distress can make a complaint to one of the Data Controllers. 

Legal enforcement and remedies

73. Individuals who suffer damage and distress as a result of any contravention of the requirements of the Act are entitled to go to court to seek compensation where the data controller is unable to prove that they had taken such care as was reasonable in all the circumstances to comply with the relevant requirement.

74. Individuals can also go to court for an order requiring an employer to rectify, block, erase or destroy inaccurate personal data about them or personal data that contain an expression of opinion based on inaccurate data.  Furthermore, they can go to court for an order requiring rectification, blocking etc. if they have suffered damage, entitling them to compensation.

75. It is a criminal offence for the unlawful disclosure and the unlawful obtaining of personal data.  It is an offence for a person, without the consent of an employer knowingly or recklessly, to obtain or disclose personal data about employees or the information contained in such personal data or procure the disclosure to another person of the information contained in personal data about employees.

76. There are exceptions to liability for this offence; where the person can show that the obtaining, disclosing or procuring was necessary to prevent or detect crime; or was authorised by law; or that they acted in the reasonable belief that they had the legal right to make the disclosure; or that they acted in the reasonable belief that the data controller would have consented; or that in the particular circumstances their action was justified as being in the public interest.
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